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 This research aims at exploring barriers of adopting Industry 4.0 in manufacturing supply chains. 
Data were collected based on a review of extant literature on barriers Industry 4.0 adoption, 
individual interviews with a panel consisted of academic and industry experts. Following 
numerous previous studies, interpretive structural modeling (ISM) and matrix multiplication 
applied to classification (MICMAC) analysis were conducted to order 10 barriers based on their 
importance and impacts. The results excluded one barrier “cyber security challenges”, categorized 
another one as a dependent barrier “lack of digital strategy”, and eight barriers as linkage barriers 
“lack of infrastructure”, “personnel resistance to adopt new technologies”, “high investment 
requirements”, “data management and quality challenges”, “uncertainty of economic benefits”, 
“low maturity level of technology”, “lack of adequate skills”, and “job disruptions”. 
Henceforward, it was concluded that mitigating these eight barriers is very critical to ensure a 
successful adoption of Industry 4.0 technologies in supply chains. Further studies are required to 
categorize these eight barriers based on their importance and relationships. 
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1. Introduction 

The fourth industrial revolution is a result of integrating supply chains into information and telecommunication technologies 
(Al-Nawafah et al., 2022; Al-khawaldah et al., 2022; Ghadge et al., 2020; Sharma et al., 2021). Since digitization is an 
important component of the success of supply chains in the current business environment, companies seek to adopt and use 
industry 4.0 technologies. But before that, barriers of adopting Industry 4.0 technologies must be explored (Al-Alwan et al., 
2022; Fernando et al., 2022). According to Raj et al. (2020), investigating the barriers of Industry 4.0 adoption and 
implementation is still uncultivated in the literature. Henceforth, more studies are required to fill such a gap in the literature, 
particularly, Industry 4.0 adoption in developing countries (Ozkan-Ozen et al., 2020). However, many studies were carried 
out to explore the importance of these barriers. Examples of such barriers as reported in the literature take account of lack of 
infrastructure, resistance to change, lack of financial support, uncertainty of economic benefits, lack of digital skills, high 
investment requirements, lack of digital strategy and scare resources, cyber security challenges, and data management and 
quality challenges(Karadayi-Usta, 2019; Halse & Jæger, 2019; Raj et al., 2020; Ghadge et al., 2020; Kumar et al., 2021; Goel 
et al., 2022; Vigneshvaran & Vinodh, 2022; Hughes et al., 2022). However, accepting, rejecting or rearranging these barriers 
may vary using data from another business environment according to views of other experts. Most of these studies were 
conducted using a methodology consisted of a review of literature to identify the barriers of adopting Industry 4.0, individual 
interviews with a panel of experts to discuss the pre-identified barriers, and evaluate relationships between barriers, 
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interpretive structural modeling (ISM) and matrix multiplication applied to classification (MICMAC) analysis to determine 
the root causes of the problem under study. The aim of this research is to identify the barriers of Industry 4.0 in supply chains 
based on literature review and expert opinions using ISM and MICMAC analysis. The importance of the research is that it 
categorizes such barriers based on their importance for solving the problem under study, which is Industry 4.0 adoption. Both 
scholars and practitioners could benefit from the present results in conducting further studies on Industry 4.0 barriers and 
their effects on other variables such as supply chain performance as well as prioritizing efforts dedicated to encouraging 
Industry 4.0 adoption. This research is structured as follows. The next section introduces a literature review of Industry 4.0 
and its related barriers. Section 3 highlights the methodology applied in this research, followed by section 4 for results and 
discussion, section 5 for conclusion, limitations, and future research directions.  
 
2. Literature review  

2.1 Industry 4.0 

Industry 4.0 has been described as information technology driven changes in manufacturing systems (Lasi et al., 2014). It 
can be understood as an integration between information and communication technologies (ICT) and manufacturing 
processes, therefore, ICT and technologies of manufacturing are regarded as two pillars of Industry 4.0 (Alshawabkeh et al., 
2022; Tariq et al., 2022; Alolayyan et al., 2022; Dalenogare et al., 2018). A key theme of Industry 4.0 is a cyber-physical 
production system, which is based on knowledge integration to achieve agility in production systems (Sony & Naik, 
2019).There are many technologies of Industry 4.0 such as Internet of Things (IoT), big data, artificial intelligence, additive 
manufacturing (Ertz et al., 2022; Khalayleh & Al-Hawary, 2022;  AL-Zyadat et al., 2022), enterprise resource planning (ERP), 
social product development, radio frequency identification (RFID), and cloud-based manufacturing (Mohammad et al., 2022; 
Al-Abbadi et al., 2022; Sony & Naik, 2019). In terms of its benefits, prior works (e.g., Dalenogare et al., 2018) cited 14 
expected benefits of Industry 4.0 including improving product customization, enhancing product quality, reducing 
operational costs, increasing productivity, and elevating process control. 

2.2 Barriers to adopt Industry 4.0  

There are many barriers to adopt the technologies of Industry 4.0. Examples of these barriers as cited in the literature are 
reported in Table 1 involve lack of infrastructure such as Internet coverage and ICT technologies, employee resistance to 
adopt new technologies, lack of funds, uncertainty of Industry 4.0 economic benefits, and lack of adequate skills for Industry 
4.0 (Kumar et al., 2021). Reviewing the literature, Raj et al. (2020) identified 15 barriers to Industry 4.0 such as lack of digital 
strategy and scare resources, lack of standards, regulations, and certifications, low maturity level of the desired technology, 
lack of internal digital training, lack of digital skills, high investment in Industry 4.0 implementation, and challenges in value-
chain integration. Other barriers were mentioned in the literature such as lack of readiness for innovation, lack of cooperation 
with suppliers, and lack of training (Karadayi-Usta, 2019). In their study on the barriers of Industry 4.0 in small and medium 
enterprises, Goel et al. (2022) used 15 barriers including unskilled personnel, lack of stakeholders’ enthusiasm, financial 
support and technical knowledge.  
 
Table 1 
Barriers to adopt Industry 4.0 in supply chains 

No. Barriers  References 
1 Lack of infrastructure: no funds to build a digital infrastructure  

Kumar et al. (2021); Raj et al. (2020); Karadayi-Usta (2019); Goel 
et al. (2022); Vigneshvaran and Vinodh (2022); Halse and Jæger 
(2019); Hughes et al. (2022); Chauhan et al., (2021); Ghadge et al. 
(2020); Shang et al. (2022), Ada et al. (2021); Raj et al. (2020); 
Machado et al. (2021). 

2 Personnel resistance to adopt new technologies  
3 Cybersecurity challenges 
4 High investment requirements 
5 Data management and quality challenges such as big data 
6 Lack of digital strategy  
7 Uncertainty of economic benefits  
8 Low maturity level of technology 
9 Lack of adequate skills 
10 Job disruptions: Changing the structure of jobs through automation  

 

In a study on barriers to integrate lean with Industry 4.0, Vigneshvaran and Vinodh (2022) analyzed 16 barriers related to 
personnel resistance to change, lack of adequate digital skills, lack of financial support, risk of cyber security, lack of 
management support, absence of Industry 4.0 strategy, and lack of long-term vision as well as lack of standards. Examples 
of other barriers cover employee fair to lose jobs (Halse & Jæger, 2019), and lack of financial support (Hughes et al., 2022). 
Ghadge et al. (2020) categorized the barriers of Industry 4.0 into four classes: organizational barriers, legal and ethical 
barriers, strategic barriers, and technological barriers. Six barriers were categorized under organizational barriers, which are 
resistance to change, lack of management support, expertise, and digital vision, financial constraints, complex network 
systems. Legal and ethical barriers include legal and security issues, while strategic barriers comprise lack of digital culture 
and unclear economic benefits. Finally, technological barriers embrace lack of digital infrastructure and poor data 
management and quality. For the current study, 10 barriers to adopt Industry 4.0 were chosen as shown in Table 1.  
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3. Methodology 

Six steps were followed to analyze Industry 4.0 barriers. First, barriers of Industry 4.0 adoption were identified based on a 
review of the literature. Second, significant barriers were determined based on opinions of a panel of industry and academic 
experts. Third, a structural self-interaction matrix (SSIM) was developed to establish relationships among barriers referring 
to the opinions of the experts’ panel. Fourth, an initial reachability matrix (IRM) was advanced, on which a final reachability 
matrix (FRM) was extracted. Fifth, barriers of Industry 4.0 were partitioned to identify reachability, antecedent, and 
intersection sets. Finally, using interpretive structural modeling (ISM), a structural model of barriers to adopt Industry 4.0 
was constructed. Such a methodology was applied in many prior works (e.g., Kamble et al., 2018; Karadayi-Usta, 2019; Raj 
et al., 2020; Kumar et al., 2021; Etemadi et al., 2021; Sarkar & Shankar, 2021; Gupta & Goyal, 2021; Goel et al., 2022; 
Godinho et al., 2022; Desingh, 2022, Verma et al., 2022). 
3.1     Structural self-identification matrix (SSIM) 
SSIM as shown in Table 2 was established based on opinions of an industry and academic panel of experts from industry 
sector using four symbols: “V” suggests that barrier i will affect barrier j, “A” suggests that barrier j will affect barrier i, “X” 
assumes that barriers i and j will affect each other, and “O” implies that barriers i and j are uncorrelated (Vigneshvaran & 
Vinodh, 2020). SSIM matrix was used to establish the initial reachability matrix (IRM). Results of SSIM in Table 2 indicate 
that solving barrier 1 affects barriers 2, 5, and 6 as shown in the first row. Furthermore, barriers 1 and 8 affect each other, 
while there are no relationships between barrier 1 and barriers 3, 7, 9, and 10. As well, the second row means that solving 
barrier 2 deals with barriers 6 and 7, barrier 8 exerts a direct effect on barrier 2, no relationships between barrier 2 and barriers 
3, 4, and 5, barriers 2 and 9 affect each other, and no relationships between barrier 7 and barriers 8, 9, and 10. As well, barriers 
2 and 10 affect each other. The other rows in the table are interpreted in a similar way. Interpreting the results based on the 
columns shows that barrier 4 will affect barrier 1, barrier 7 will affect barriers 4, 5, and 6, barrier 8 will affect barriers 2, 4, 
and 5, barrier 9 will affect barrier 4, and barrier 10 will affect barrier 6.  
 

Table 2  
Structural Self-Interaction Matrix 

Barrie Bj Bj Bj Bj Bj Bj Bj Bj Bj Bj1
Bi1 - V O A V V O X O O 
Bi2   - O O O V V A X X 
Bi3     - O O O O O O O 
Bi4       - V O A A A O 
Bi5         - O A A V V 
Bi6           - A O O A 
Bi7             - O O O 
Bi8               - O O 
Bi9                 - X 
Bi10                   - 

 

Table 3  
Initial Reachability Matrix 

Barrie Bj Bj Bj Bj Bj Bj Bj Bj Bj Bj1
Bi1 1 1 0 0 1 1 0 1 0 0 
Bi2 0 1 0 0 0 1 1 0 1 1 
Bi3 0 0 1 0 0 0 0 0 0 0 
Bi4 1 0 0 1 1 0 0 0 0 0 
Bi5 0 0 0 0 1 0 0 0 1 1 
Bi6 0 0 0 0 0 1 0 0 0 0 
Bi7 0 0 0 1 1 1 1 0 0 0 
Bi8 1 1 0 1 1 0 0 1 0 0 
Bi9 0 1 0 1 0 0 0 0 1 1 
Bi10 0 1 0 0 0 1 0 0 1 1 

 

3.1 Initial reachability matrix 

SSIM is used to develop an initial reachability matrix (IRM) based on four rules (Karadayi-Usta, 2019; Kumar et al., 2021; 
Vigneshvaran & Vinodh, 2020), which are: 

(1) V (i, j) entrance becomes “1” when barrier (i) exerts effect on barrier (j) and V (j, i) entrance becomes “0”, when 
barrier (j) exerts effect on barrier (i).  

(2) A (i, j) entrance becomes “0” when barrier (i) exerts effect on barrier (j) and V (j, i) entrance becomes “1” when barrier 
(j) exerts effect on barrier (i).  

(3) Both X (i, j) entrance and X (j, i) entrance become “1” when barrier (i) affects barrier (j) and when barrier (j) affects 
barrier (i).  

(4) Both O (i, j) entrance and X (j, i) entrance become “0”. 

Based on these rules, the initial reachability matrix as shown in Table 3 was created. Letters “V”, “A”, “X”, and “O” are 
transformed into binary digits (0, 1) (Goel et al., 2022). For example, letter “V” in (1, 2) cell in Table 2 became “1” in the 
same cell and “0” in cell (2, 1), letter “A” in (1, 4) cell in Table 2 became “0” and became “1” in (4, 1) cell in Table 3, letter 
“O” in the fifth row become “0” in (5, 6) cell and became “0” in (6, 5) cell, and letter “X” in the ninth row in (9, 10) cell in 
Table 2 became “1” in the same cell in Table 2.  
 
3.2 Final reachability matrix (FRM) 

Final reachability matrix as shown in Table 4 contains essential transitive links (1*) between barriers of Industry 4.0. 
Transitive links are calculated based on the following rule: if barrier A is linked to barrier B and barrier B is linked to barrier 
C, then barriers A is linked to barrier C (Vigneshvaran & Vinodh, 2020). Examples: Bi2 (Personnel resistance to adopt new 
technologies) to Bj7 (Uncertainty of economic benefits) in the initial reachability matrix is “1” and Bj7 (Uncertainty of 
economic benefits) to Bj4 (high investment requirements) is 1, then,Bi2 (Personnel resistance to adopt new technologies) to 
Bj4 (High investment requirements) in the final reachability matrix should be (1*).Bi8 (Low maturity level of technology) 
to Bj3 (Cyber security challenges) in the initial reachability matrix is “0” and remains “0” in the final reachability matrix 
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because Bi8 (Low maturity level of technology) to Bj1 (Lack of infrastructure) is “1” but Bj3 (Cyber security challenges) to 
Bi1 is “0”, Bi8 (Low maturity level of technology) to Bj2 (Personnel resistance to adopt new technologies) is “1” but Bj3 to 
Bi2 is “0”, Bi8 (Low maturity level of technology) to Bj4 (High investment requirements) is “1” but Bj3 to Bi4 is “0”, and 
Bi8 (Low maturity level of technology) to Bj5 (Data management and quality challenges) is “1” but Bj3 to Bi5 is “0”.  
 
Table 4 
Final Reachability Matrix(FRM) 

Barriers Bj1 Bj2 Bj3 Bj4 Bj5 Bj6 Bj7 Bj8 Bj9 Bj10 DRP R 
Bi1 1 1 0 1* 1 1 1* 1 1* 1* 9 1 
Bi2 1* 1 0 1* 1* 1 1 1* 1 1 9 1 
Bi3 0 0 1 0 0 0 0 0 0 0 1 2 
Bi4 1 1* 0 1 1 1* 1* 1* 1* 1* 9 1 
Bi5 1* 1* 0 1* 1 1* 1* 1* 1 1 9 1 
Bi6 0 0 0 0 0 1 0 0 0 0 1 2 
Bi7 1* 1* 0 1 1 1 1 1* 1* 1* 9 1 
Bi8 1 1 0 1 1 1* 1* 1 1* 1* 9 1 
Bi9 1* 1 0 1 1* 1* 1* 1* 1 1 9 1 
Bi10 1* 1 0 1* 1* 1 1* 1* 1 1 9 1 
DEP 8 8 1 8 8 9 8 8 8 8     

R 2 2 3 2 2 1 2 2 2 2     
DRP: Driving power; DEP: Dependency power; R: Rank. 

 
3.3 Level Partitioning (LP) 

Three sets were extracted; reachability set, antecedent set, and intersection set. The Reachability set was established bearing 
in mind a specific barrier and other barriers facilitating it. The antecedent set was initiated considering a particular barrier 
and other barriers enabling it (Goel et al., 2022). The intersection set was recognized based on identical barriers in both 
reachability and antecedent sets. The first iteration of barriers partitioning is finished after reaching level 1, which refers to 
similar reachability and intersection sets. A barrier that is assigned to a specific level is removed in the next iteration and so 
on to reach the final iteration. The results in Table 5 illustrate the final partitions pulled out from all iterations. It can be 
observed that two barriers (B3 & B6) were in level 1 and other barriers were in level 2.     
 
Table 5 
Final results of level partitions  

  Reachability set Antecedent set Intersection set Level 
B1 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 2 
B2 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 2 
B3 3, 3, 3, 1 
B4 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 2 
B5 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 2 
B6 6, 1, 2, 4, 5, 6, 7, 8, 9, 10, 6, 1 
B7 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 2 
B8 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 2 
B9 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 2 
B10 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 1, 2, 4, 5, 7, 8, 9, 10, 2 

3.4 ISM Model 

ISM model in Fig. 1 was constructed based on the final results of level partitions. It was conducted following Ahmad and 
Qahmash (2021). It indicates that two barriers, i.e., barrier 3 and barrier 6 are at the top of the model in level 1, and the other 
barriers, i.e., 1, 2, 4, 5, 7, 8, 9, and 10, are in the second level. The figure shows that barrier 3 (Cyber security challenges) 
was excluded due its weak dependence power (DEP = 1) and driving power (DRP = 1). On the other side, barrier 6 (Lack of 
digital strategy) has a strong dependence power (DEP = 9) and weak driving power (DRP = 1). 

 

 

 

 

 

 

 

Fig. 1. ISM model of barriers to adopt Industry 4.0 in supply chains  
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3.5 MICMAC analysis 

MICMAC analysis is carried out using both driving and dependency powers of the barriers (Karadayi-Usta, 2019). In such 
an analysis, barriers of adopting Industry 4.0 are categorized into autonomous variables (I), dependent variables (II), linkage 
variables (III), and independent variables (IV). Autonomous variables have weak driving power and dependence power, 
therefore, have no effect on other variables, while dependent variables show very weak driving power and very strong 
dependency power (Goel et al., 2022). Linkage variables have strong dependence power and strong driving power, which 
means that actions on these variables have effects on other variables in the higher level. Finally, independent variables have 
weak dependence power and high driving power, hence, such variables are called driving variables (Etemadi et al., 2021). 
The results of MICMAC analysis are shown in Fig. 2. It can be noted that barrier 3 is an autonomous variable, while barrier 
6 is a dependent variable. The figure shows that there are no independent variables, whereas there are 8 linkage variables 
(i.e., 1, 2, 4, 5, 7, 8, 9, 10).    

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. Results of MICMAC analysis 

4. Results and discussion 

Exploring barriers to adopt Industry 4.0 in supply chains using interpretive structural modeling to analyze 10 barriers 
identified based on a review of literature and opinions of a panel of experts pointed out that one barriers (barrier 3: cyber 
security challenges) was an autonomous variables and therefore excluded, which means that this barrier had no effect itself 
on the adoption of Industry 4.0 or on the other nine variables. On top, one barrier (barrier 6: lack of digital strategy) was a 
dependent variable, which means it depends on actions on other barriers. Moreover, there were no independent variables in 
the current case. Independent variables are the most critical variables because they are driving variables. The remaining 
barriers were linkage variables, in other words, they have a direct impact on barrier 6. These variables are lack of 
infrastructure, personnel resistance to adopt new technologies, high investment requirements, data management and quality 
challenges, uncertainty of economic benefits, low maturity level of technology, lack of adequate skills, and job disruptions 
or changing the structure of jobs through different means such as automation. In total, the most important barriers of adopting 
Industry 4.0 are those regarded as linkage variables. They are required to develop an adequate digital strategy for Industry 
4.0 adoption and to deal with scarce resources. A summary of research findings is reported in Table 6 in which the current 
barriers are categorized into three types.  
 
Table 6 
Summary of research results  

Variables  No. Description  Level 
Autonomous variables 3 Cybersecurity challenges 1 
Dependent variables 6 Lack of digital strategy  1 
Independent variables - -  

Linkage variables 

1 Lack of infrastructure: no funds to build a digital infrastructure 2 
2 Personnel resistance to adopt new technologies   2 
4 High investment requirements 2 
5 Data management and quality challenges such as big data 2 
7 Uncertainty of economic benefits 2 
8 Low maturity level of technology 2 
9 Lack of adequate skills 2 
10 Job disruptions: Changing the structure of jobs  2 

In comparison with previous results, cyber security challenges, which was excluded in the current research, was a linkage 
barrier of adopting Industry 4.0 (Kumar et al., 2021). In agreement with the same authors, lack of infrastructure, high 
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investment requirements, and data management and quality challenges were linkage variables. For Raj et al., 2020, barrier 6 
(lack of digital strategy and scarce resources) was the most important variable in developing and developed economies. 
Generally, the current results are consistent with previous results reached by prior studies (Karadayi-Usta, 2019; Goel et al., 
2022; Vigneshvaran & Vinodh, 2022; Halse & Jæger, 2019; Hughes et al., 2022; Ghadge et al., 2020).        

5. Conclusion, limitations, and future research directions 

Based on the current results, it was concluded that enhancing the adoption of Industry 4.0 requires considering 8 barriers, 
which are lack of infrastructure, personnel resistance to adopt new technologies, high investment requirements, data 
management and quality challenges, uncertainty of economic benefits, low maturity level of technology, lack of adequate 
skills, and job disruptions. Mitigating these barriers boosts companies’ abilities to adopt industry 4.0 technologies. Therefore, 
companies are required to handle digital infrastructures, identify the economic benefits of adopting Industry 4.0, and train 
their employees to acquire more digital skills. This research is limited to exploring the importance of 10 barriers to adopt 
Industry 4.0, therefore, more studies are required to explore more barriers using additional expert opinions. The current results 
distributed Industry 4.0 barriers into two levels; level 1 (barriers 3 & 6) and level 2 (barriers 1, 2, 4, 5, 7, 8, 9, 10). In order 
to rank the barriers in the second level, a new study is required to analyze these eight barriers.  
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