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 The current study aimed to examine marketing cyber-security (DDoS Attacks, Cross-Site Script-
ing, SQL Attacks, and passwords attacks) in the digital age by presenting evidence from digital 
marketing platforms. Depending on the quantitative approach and utilizing a questionnaire as a 
tool, (133) marketing managers in digital marketing companies in Jordan responded to an online 
questionnaire. SPSS was used to screen and analyze the gathered data. Results of the study ac-
cepted the main hypothesis, and it appeared that marketing cyber-security has a statistically posi-
tive influence on marketing platforms, in addition to that, it appeared that the highest influence of 
sub-variables was for the benefit of Structured Query Language (SQL) Attacks explaining 35.8% 
of the variation. This result meant that SQL attacks-security does have a statistically positive in-
fluence on marketing platforms. This hypothesis could be tested through various methodologies, 
for example, surveys, interviews, focus groups, and/or experiments.  The study recommended that 
marketers should use role-based access to limit the data employees can access and regularly re-
view their permissions. Further recommendations were presented in the study. 
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1. Introduction 
 
Digital marketing security is an important element of protecting businesses from cyber threats. It encompasses both technical 
solutions and best practices that organizations must put in place to protect confidential customer data, prevent malicious 
external attacks, and secure a company's digital assets (Mukherjee et al., 2021). According to Konyeha (2020), digital mar-
keting security protocols cover a range of areas, from authentication and authorization measures designed to protect customer 
accounts, to the identification and limitation of privileged user access rights. Additionally, digital marketing security measures 
include protection from data breaches, data loss, malware and other security threats, as well as ensuring regulatory compliance 
(Krishen et al., 2021). Implementing and maintaining adequate digital marketing security measures are essential in today's 
digital world to ensure customer safety and protect businesses from financial losses (Singh, 2021). In an overall estimation, 
digital marketing and cyber-security are two sides of the same coin. Digital marketing involves promoting, advertising, and 
optimizing products or services using a range of digital technologies (Suleiman et al., 2021). According to Halesha and Arun-
dathi (2020), cyber-security, on the other hand, involves protecting digital customer data, intellectual property and business 
operations from cyber-attacks, data breaches and other malicious activities. As both digital marketing and cyber-security are 
interlinked, businesses need to ensure that their digital marketing strategies are secure and their cyber-security systems are up 
to date to protect both customer and business data (Magano & Cunha, 2020). Launching from the above argument, this current 
study aimed to assess the impact of digital tools and techniques on the security of marketing platforms. The goal is to determine 
the nature of cyber-security attacks (DDoS Attacks, Cross-Site Scripting, SQL Attacks and Passwords Attacks) on digital 
marketing platforms and how organizations' awareness can help in protecting their users and how they can improve their 
security measures to keep their users safe from malicious cyber-attacks. The evidence gathered from marketing platforms 
should be used to identify potential weaknesses and develop more secure marketing solutions.  
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2. Literature Review and Related Studies 
 

2.1 Cyber-Security in Marketing 
 

According to Wibowo and Sulaksono (2021), cyber-security in marketing refers to the use of security measures to protect 
digital assets and customer information. This includes encrypting website data, setting up two-factor authentication, monitor-
ing for suspicious activity, implementing data breach prevention strategies, and creating strong passwords (Khan et al., 2021). 
Additionally, marketing teams should develop a security and privacy policy that makes sure customers understand how their 
data will be used and kept secure (Pedley et al., 2020). Among the most common cyber-security attacks in digital marketing 
arena is what came along with Trim and Lee (2019) and Pham et al. (2019) when they argued that marketing through digital 
channels can result in many cyber-attacks that included: 
 
2.2 Distributed Denial of Service (DDoS) Attacks 
 

DDoS attacks are a type of cyber-attack in which a malicious actor aims to disrupt the normal traffic of a targeted server, 
service, or network by overwhelming the target with a flood of internet traffic. A DDoS attack usually involves sending more 
requests to the target server than it can handle, resulting in that server crashing and becoming unavailable for a period of time 
(Asbaş & Tuzlukaya, 2022). According to Martins et al. (2022), this type of attack can have a significant negative impact on 
digital marketing efforts, as they can cause website unavailability, slow page loads, malformed pages, and data loss. When a 
website is under attack, digital marketers may not be able to reach their target audiences, which can lead to lost opportunities 
for sales and revenue. Additionally, DDoS attacks can cause reputational damage due to the perceived insecurity of the site. 
Threatened customers may choose to look elsewhere for services (Alanazi et al., 2023). Finally, DDoS attacks can incur costly 
outlays to remediate the issue, ultimately negatively impacting profits (Wazid et al., 2022). 
 

2.3 Cross-Site Scripting (XSS) 
 

XSS is a type of computer security vulnerability typically found in web applications. XSS enables attackers to inject client-
side scripts into web pages viewed by other users (Rodríguez et al., 2020). These scripts can have malicious consequences 
such as stealing user data, like session cookies, or redirecting the user to malicious sites (Wibowo & Sulaksono, 2021).   
XSS attacks can have a serious impact on digital marketing. They can allow malicious third parties to inject malicious scripts 
into webpages, stealing user information and manipulating functionality (Mishra and Gupta, 2020). This could lead to cus-
tomers feeling unsafe when dealing with the business, reducing trust in the brand, and ultimately causing customers to turn 
away from the business and its products (Gupta and Chaudhary, 2020). To prevent XSS attacks, digital marketing platforms 
should take steps to ensure their code is secure, and use techniques such as form validation to protect against malicious input 
(Kumar et al., 2022). 
 

2.4 Structured Query Language (SQL) Attacks 
 

SQL attacks, also known as SQL injection attacks, are malicious attacks that exploit security vulnerabilities in a website’s 
software (Mishra, 2019). An attacker can inject malicious code into a vulnerable website, allowing the attacker to bypass 
security measures and gain access to sensitive data and other resources like usernames, passwords, or even credit card numbers 
stored in a database (Pattewar et al., 2019). SQL attacks can have a major and long-lasting effect on digital marketing by 
damaging the website, stealing clients' data, and damaging the reputation of the company (Latchoumi et al., 2020). SQL 
attacks can also result in significant financial losses due to loss of customers and revenue. In addition, the attacks can impact 
the effectiveness of digital marketing campaigns, as the website may become inaccessible or distorted for customers 
(Veerabudren & Bekaroo, 2022). 
 

2.5 Passwords (PW) Attacks 
 

Password attacks are attempts to gain unauthorized access to a system or its data by using various methods to guess, crack, or 
otherwise discover a password (Gazzari et al., 2021). Common methods of password attacks include dictionary attacks, brute-
force attacks, rainbow table attacks, and social engineering (Lei et al., 2021). Passwords attacks can have a significant impact 
on digital marketing efforts, particularly for businesses that rely heavily on digital marketing campaigns (Kolomeets & 
Chechulin, 2021). Such attacks can cause a loss of customer confidence as customers may fear their data has been compro-
mised, leading to a loss of sales or a drop in loyalty (Prasad et al., 2020). Ba et al. (2021) added that any funds subsequently 
spent on digital marketing campaigns may be wasted due to customers being reluctant to purchase or provide personal infor-
mation. Furthermore, passwords attacks may cause an increase in spam and phishing campaigns, further damaging the com-
pany’s reputation and reducing the chances of success for digital marketing efforts (Mirian et al., 2019). 
 

3. Digital Marketing  
 

According to Herhausen et al. (2020) and Junusi (2020), digital marketing is the use of digital channels and technologies to 
promote a product or service. This includes leveraging social media, search engine optimization, content marketing, email 
marketing, pay-per-click advertising, display advertising and mobile marketing campaigns (Pandey et al., 2020). Digital mar-
keters work to create content that engages customers and encourages them to interact with the brand across various digital 
channels (Deb et al., 2022). Mogaji et al. (2020) noted that digital marketers also measure the success of their campaigns 
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using analytics, which allows them to make performance-based adjustments to their campaigns and strategies in order to 
maximize their returns. 
 
4. Digital Marketing Platforms  
 

According to Saura (2021) and Hashem (2021), digital marketing platform refers to a system of online tools and technologies 
used for managing and optimizing digital marketing campaigns. It typically includes analytics tools, automation tools, and 
content management tools that help businesses analyze data, build campaigns, and monitor performance. These platforms 
often integrate with various other marketing channels, like social media, email, and search marketing (Desai, 2019). Saura et 
al. (2021) and Olson et al. (2021) presented the most popular digital marketing platforms that included (Google Ads, Facebook 
Ads, Twitter Ads, LinkedIn Ads, Instagram Ads, YouTube Ads, Search Engine Optimization (SEO), Content Marketing, 
Email Marketing, Affiliate Marketing, Native Advertising, Online Display Advertising and Pay-Per-Click (PPC) Advertis-
ing).   
 

4.1 Related Studies  
 

A study by Kumar et al. (2022) discussed the current cyber security threats plaguing digital marketing and how they may 
impact consumers, marketers, and businesses. In particular, authors focused on how digital marketing can create issues with 
data privacy, data breaches, credential theft, and cyber-attacks. Additionally, they analyze various cyber security precautions 
that can be taken to ensure that digital marketing remains secure. Finally, they provide proposed recommendations for the 
future of digital marketing to help protect businesses, consumers, and marketers from cyber security threats. Overall, the 
authors conclude that digital marketing must be carefully monitored to remain secure and that a strategy of prevention, detec-
tion, and response should be employed to successfully defend against cyber-security threats. A study by Khakimova (2019) 
explored the importance of cyber security in digital marketing, citing numerous examples of data security breaches that have 
occurred in recent years. It examines how firms must take steps to ensure their digital data is safeguarded and secure, as well 
as highlighting potential security threats which firms must be aware of to be adequately prepared. The article also provides 
an overview of the types of security measures firms can put in place to protect their data, as well as advice for how firm’s data 
should be monitored for any suspicious activity. Subramaniam (2020) examined the successful digital marketing strategy of 
Starbucks on Twitter. It looks at how the company has used social media as a tool to reach and engage with their customers, 
ultimately leading to an increase in sales. The article also explores how Twitter has enabled Starbucks to build relationships 
with customers and track the analytics of their campaigns. Finally, the article provides some useful tips for other marketers 
looking to implement a successful strategy on Twitter. Mathur (2018) discussed the need for businesses to develop social 
media marketing capability in order to protect themselves from the perceived risk of cyber security threats. It argues that 
businesses should assess their existing vulnerabilities and use the data to build robust marketing strategies for their social 
media platforms. It outlines the steps needed to gain a greater understanding of the threats, how to protect customer data and 
how to create resilient systems of defense. Finally, it highlights the importance of monitoring and evaluating the effectiveness 
of any protective measures implemented. Based on argument above, and launching from previous studies adopted, researcher 
built the following model in order to highlight the relationship between variables and extract hypotheses of study: 
 

Marketing Cyber-Security    
Distributed Denial of Service (DDoS) Attacks    
    
Cross-Site Scripting (XSS)   Marketing Platforms 
    
Structured Query Language (SQL) Attacks    
    
Passwords Attacks    

 
Fig. 1. Study Model (Kumar et al., 2022) 

H: Marketing cyber-security has a statistically positive influence on marketing platforms.  
H1: DDoS attacks-security has a statistically positive influence on marketing platforms. 
H2: Cross Site attacks-security has a statistically positive influence on marketing platforms. 
H3: SQL attacks-security has a statistically positive influence on marketing platforms. 
H4: Passwords attacks-security has a statistically positive influence on marketing platforms. 
 

4.2 Procedural Definitions of Study Constructs  

Distributed Denial of Service (DDoS) Attacks 

Malicious attempts to disrupt the normal traffic of a targeted server, service, or network by overwhelming the target or its 
surrounding infrastructure with a flood of internet traffic. 
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Cross-Site Scripting (XSS) 

A type of web application security vulnerability that allows attackers to inject malicious code into webpages viewed by other 
users; XSS can be used to cause a variety of malicious activities such as stealing user information, redirecting users to mali-
cious sites, displaying ads or modifying the appearance of the page. 

Structured Query Language (SQL) Attacks 

Attacks that exploit security vulnerabilities in website databases, usually to gain access to information, alter information, or 
delete information. These attacks are possible because users often provide unrestricted access to databases. 

Passwords (PW) Attacks 

Type of cyber-attack used to gain access to a system, server, or website by guessing or cracking the password. Attackers use 
various automated methods such as brute force and dictionary attacks to guess or crack passwords. 

5. Methodology 

5.1 Methodological Approach  

Quantitative methodology was adopted in current study in order to collect the needed primary data that would serve the main 
aim of study. According to Henson et al. (2020) quantitative methodology is a scientific approach to collecting, analyzing, 
and interpreting numerical data. Sheridan et al. (2020) noted that it is suitable for social research because it allows researchers 
to examine large amounts of data, identify patterns and correlations, and draw inferences. It also enables researchers to accu-
rately compare data points over time and across different variables, allowing them to gain further insight into complex social 
phenomena. Additionally, quantitative research allows researchers to make well-informed decisions based on statistical evi-
dence, which can lead to more successful strategies for social change (Limone et al., 2022).  

5.2 Population and Sampling 

Population of current study consisted of all managers of marketing managers in digital marketing companies in Jordan. Pop-
ulation of study is the entire set of items of interest in a statistical study (Thomson et al., 2020). A convenient sample of (150) 
marketing managers were chosen in order to represent population of the study. A sample in a research study is defined as a 
subset of the population that is used to represent the population in a statistical analysis (Asiamah et al., 2022).    

5.3 Tool of Study  

A questionnaire was chosen to be the main tool of study; a questionnaire is a series of questions that is used to collect infor-
mation from a specific audience (Haraldsen, 2023). It is a research instrument used to gain insight into the views, opinions, 
and attitudes of people about a particular topic or issue. Questionnaires can be used for various types of research, such as 
market research, political polling, and technology trends (Sharma, 2022). In Current study, the questionnaire consisted of two 
main sections; the first took into perspective demographics of study sample; while the second section contained statements 
that are related to study sub-variables as according to the following Table 1. 

Table 1  
Distribution of Statements on Sub-Variables 

Variables Number of Statements 
Marketing Cyber-Security  

DDoS Attacks 5 
Cross-Site Scripting  5 

SQL Attacks 6 
Passwords Attacks 5 

Marketing Platforms 7 
 

The questionnaire was built by researcher with the help of previous studies, and it was built on liker 5 scale (1) Strongly 
disagree; (2) Disagree; (3) Neither agree nor disagree; (4) Agree; (5) Strongly agree. To preserve the highest level of social 
distancing, the questionnaire was uploaded online on Google forms platforms, it remained online for total of (8) weeks, and 
after application process it was found that (133) marketing managers responded to the questionnaire which indicated the 
response rate of 88.6% as statistically accepted. 

5.4 Statistical Processing   

Statistical package for social science (SPSS) was used in order to screen and analyze the gathered primary data. SPSS is a 
software package used for statistical analysis related to social science, health science, and market research. It is used to analyze 
and interpret data, draw conclusions, and inform policy decisions. It is available in both Windows and Mac OS versions 
(Okagbue et al., 2021). The reliability of a scale was evaluated using Cronbach's alpha and an alpha value of 0.89 or higher 
that was more than the threshold of 0.70 indicated a legitimate and trustworthy scale. 
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6. Results and Discussion 

6.1 Demographic Results  

Frequency and percentages were calculated for sample respondents, as in table 2 below, it was seen that majority of the sample 
were males forming 63.9% of total sample, who held an MA degree forming 52.6% of the sample with an experience of 6-9 
years forming 33.1% of total sample.  

Table 2  
Demographics of Sample  
 f % 

Gender 
 Male 85 63.9 

Female 48 36.1 
Education 

 BA 13 9.8 
MA 70 52.6 
PhD 50 37.6 

Experience 
 2-5 16 12.0 

6-9 44 33.1 
10-13 42 31.6 
+14 31 23.3 

Total 133 100.0 
 

6.2 Questionnaire Analysis  

Descriptive statistics of questionnaire statements were presented in mean and standard deviation, as it was seen in Table 3 
below, all of variables and statements were well-received as they scored a mean higher than mean of scale 3.00. In terms of 
variables, it was seen that the highest mean was scored by Distributed Denial of Service (DDoS) Attacks with mean of 
3.89/5.00 compared to the least variable which scored a mean of 3.50/5.00 as Cross-Site Scripting (XSS).  
 

Table 3  
Descriptive Statistics 

Statement Mean Std. Deviation 
Huge amount of traffic can be sent to the website and deny the service/product  4.27 .80 
DDoS attacks can be done through malware, a ‘botnet’ of hijacked computers 3.77 1.04 
DDoS attacks can be done through legitimate but extremely large requests 3.85 .87 
DDoS can overwhelm the targeted service and cause it to crash or become unavailable. 3.85 .85 
DDoS attacks can temporarily take down a server or website by flooding it with too many requests 3.73 .93 

Distributed Denial of Service (DDoS) Attacks 3.89 .64 
(XSS) injects malicious code into webpages viewed by users. 3.17 1.23 
XSS are commonly carried out through malicious JavaScript code that is injected into the webpage content 3.50 1.13 
Attackers use XSS to collect user information, hijack user sessions, and redirect webpages 3.69 .99 
XSS attacks are usually executed by exploiting vulnerabilities in web applications 3.05 1.13 
Preventing XSS attacks involves proper input validation and output encoding. 4.10 .92 

Cross-Site Scripting (XSS) 3.50 .74 
SQL attacks occur when malicious code is injected into a system by exploiting vulnerabilities in the underlying SQL code 4.06 .78 
SQL attacks can result in the compromise of sensitive data, unauthorized changes to the data, or even disruption of the 
application or system 

3.59 1.11 

Attackers leverage web application programming flaws in the input and output validation, authentication and authorization 
processes, and database operations 

3.59 1.05 

SQL injection attack, a malicious user exploits the input validation flaws in order to execute unauthorized SQL statements 
that can modify and display data. 

3.55 .89 

SQL attacks can be prevented by using parameterized queries, validating user input, and using various security best practices 4.11 .86 
Structured Query Language (SQL) Attacks 3.78 .57 

Password attack is when a computer system is used to try out many different words or phrases to guess a password. 3.92 .74 
It involves using complicated software algorithms to guess passwords in a very short time. 3.01 1.00 
It is based on the usage of disinformation and other psychological tactics to try and guess passwords 3.74 .79 
Phishing attacks use deceptive emails and websites to try and trick users into giving away passwords. 3.62 1.00 
Rainbow tables offer an efficient way to store commonly used passwords, making them vulnerable to attack. 3.68 .96 

Passwords (PW) Attacks 3.60 .58 
Staff members are educated and equip them with the necessary knowledge to recognize suspicious emails and avoid phishing 
scams. 

3.92 .77 

Leverage cutting-edge antivirus software to protect against malware and ransom ware 3.93 .91 
Firewalls and regularly update software to thwart cyber-attacks are installed. 3.82 .85 
Multi-factor authentication to limit unauthorized access to accounts are implemented 3.95 .82 
Regular scans to identify vulnerable areas such as outdated systems or applications are run 3.72 1.05 
A username and password to access sensitive information are required 4.10 .83 
Traffic to identify potential cyber threats is monitored 3.61 1.13 

Digital Marketing Platforms 3.86 .65 
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Going deeper into analysis, it was seen that also all statements were well received as they all scored mean that was higher 
than scale 3.00, the highest mean was scored by the statement articulated " Huge amount of traffic can be sent to the website 
and deny the service/product" 4.27/5.00 compared to the least statement "(XSS) injects malicious code into webpages viewed 
by users" with mean of 3.17/5.00 but still positive as it was higher than mean of scale. 
 

7. Hypotheses Testing 

The main hypothesis was tested using multiple regression, (Marketing cyber-security has a statistically positive influence on 
marketing platforms) as in the following Table 4. The table revealed that F value of 19.134 was significant at the 0.05 level. 
This indicated that Marketing cyber-security has a statistically positive influence on marketing platforms. In addition, it was 
discovered that r=0.612 indicates a strong level of correlation, and the independent variables explain 37.4% of the variation 
in the variable that was being studied (the dependent variable). 

Table 4  
Main Hypothesis Testing 

 Coefficients 

Model 
Unstandardized Coefficients Standardized Coefficients 

t Sig. 
   

B Std. Error Beta F Value R R Square 
1 (Constant) .907 .373  2.434 .016 19.134 .612 .374 

DDoS .107 .081 .105 1.329 .186    
XSS .034 .092 .038 .369 .713    
SQL .551 .119 .480 4.637 .000    

Passwords .094 .103 .083 .912 .364    
 

Sub-Hypotheses were tested using linear regression and as it appeared in table 5 below, following results were reached: 
 

- In the 1st sub-hypothesis, F value of 19.037 was significant at the 0.05 level. This indicated that DDoS attacks-
security has a statistically positive influence on marketing platforms. In addition, it was discovered that r=0.356 
indicated a medium level of correlation, and the independent variable explains 12.7% of the variation in the variable 
that was being studied (the dependent variable). 

- 2nd sub-hypothesis F value = 31.101 was significant at the 0.05 level, it indicated that Cross Site attacks-security has 
a statistically positive influence on marketing platforms,  r=0.438 indicated a medium level of correlation, and the 
independent variable explains 19.2% of the variation in the variable that was being studied (the dependent variable). 

- 3rd sub-hypothesis was also tested using linear regression, it was seen that F value of 73.058 was significant at the 
0.05 level and indicated that SQL attacks-security has a statistically positive influence on marketing platforms. In 
addition, it was discovered that r=0.598 indicated a medium level of correlation, and the independent variable ex-
plains 35.8% of the variation in the variable that was being studied (the dependent variable). 

- 4th sub-hypothesis F value of 23.863 was significant at the 0.05 level; this meant that Passwords attacks-security has 
a statistically positive influence on marketing platforms. In addition, it was discovered that r=0.393 indicated a me-
dium level of correlation, and the independent variable explains 15.4% of the variation in the variable that was being 
studied (the dependent variable). 

 

Table 5  
Testing Sub-Hypotheses  

Coefficients 

Model 
Unstandardized Coefficients Standardized Coefficients 

t Sig. 
  

B Std. Error Beta R R Square 
1 (Constant) 2.440 .330  7.392 .000 .356a .127 

DDoS .365 .084 .356 4.363 .000   
H1: DDoS attacks-security has a statistically positive influence on marketing platforms 

Coefficients 

Model 
Unstandardized Coefficients Standardized Coefficients 

t Sig. 
  

B Std. Error Beta R R Square 
1 (Constant) 2.506 .248  10.090 .000 .438a .192 

XSS .387 .069 .438 5.577 .000   
H2: Cross Site attacks-security has a statistically positive influence on marketing platforms 

Coefficients 

Model 
Unstandardized Coefficients Standardized Coefficients 

t Sig. 
  

B Std. Error Beta R  R Square 
1 (Constant) 1.270 .307  4.140 .000 .598a .358 

SQL .686 .080 .598 8.547 .000   
H3: SQL attacks-security has a statistically positive influence on marketing platforms 

Coefficients 

Model 
Unstandardized Coefficients Standardized Coefficients 

t Sig. 
  

B Std. Error Beta R R Square 
1 (Constant) 2.275 .329  6.913 .000   

Passwords .441 .090 .393 4.885 .000   
H4: Passwords attacks-security has a statistically positive influence on marketing platforms 
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8. Discussion   
 
The current research was carried out as an approach to assess the impact of cyber-security in digital marketing and define the 
nature of influence of cyber-security attacks (DDoS Attacks, Cross-Site Scripting, SQL Attacks and Passwords Attacks) on 
digital marketing platforms. For that sake, quantitative methodology was adopted and a questionnaire was distributed on a 
sample of (133) managers of marketing and marketing campaigns in e-marketing companies in Jordan. SPSS was employed 
in order to screen and analyze the gathered primary data, results of study accepted the main hypothesis arguing that "Marketing 
cyber-security has a statistically positive influence on marketing platforms" explaining 37.4% of the variation. Sub-hypotheses 
were also accepted, and it was indicated that (DDoS Attacks, Cross-Site Scripting, SQL Attacks and Passwords Attacks) as 
cyber-security attacks have the ability to influence digital marketing platforms if no suitable action were taken into consider-
ation matching results of Subramaniam (2020).  
 
Through analysis of study, it was revealed that the highest influence of sub-variables were for the benefit of Structured Query 
Language (SQL) Attacks explaining35.8% of the variation. This result meant that SQL attacks-security does have a statisti-
cally positive influence on marketing platforms. This hypothesis could be tested through various methodologies, for example, 
surveys, interviews, focus groups and/or experiments. To investigate this influence, marketing professionals would need to 
look into how different levels of security can influence the success of marketing initiatives. Additionally, it would be important 
to research the types of attack that can negatively impact a platform, as well as the technologies that can help to improve 
security. Through collecting and analyzing data, a correlation may be established between increased levels of security and a 
more successful marketing platform. This could help businesses make decisions about the right security level to invest in, in 
order to maximize the success of their platform which agreed with Khakimova (2019).  
 
Explaining a variation of 19.2%, the 2nd hypothesis indicated that "Cross Site attacks-security has a statistically positive in-
fluence on marketing platforms" and came second in influence. Through results, it was suggested that implementing enhanced 
security functions to protect online sites and data from attacks, such as cross-site scripting, can positively impact marketing 
platforms. This could include a variety of marketing elements, such as increasing customer confidence, reducing the preva-
lence of fraudulent marketing activities, and providing a more reliable experience for customers interacting with marketing 
platforms. Moreover, improved security measures can create better trust between customers and marketers, and thus open 
doors to more opportunities for marketing campaigns. Ultimately, a secure and trustworthy environment is important on any 
platform, but especially on marketing platforms that often require a certain level of trust and security to succeed matching 
results of Kumar et al. (2022).  
 
In the 3rd rank of influence, it appeared that the hypothesis "Passwords attacks-security has a statistically positive influence 
on marketing platforms" with a variation of 15.4%. Results indicated that strengthening password security can positively 
influence marketing platforms. Researchers could conduct experiments to test this hypothesis in order to determine its validity. 
For instance, researchers could investigate whether marketing platforms that use stronger password security protocols have 
higher user engagement or better outcomes than those that use weaker password security protocols. They could also analyze 
data from similar marketing platforms to see whether password security is linked to marketing success. If the analysis suggests 
a positive correlation between password securities and marketing platform performance, then the hypothesis could be consid-
ered confirmed. On the other hand, if weak or no correlation is observed, then the hypothesis could be considered invalid 
which came in agreement with Mathur (2018). 
 
9. Conclusion and Recommendations  
 
In conclusion, marketers must be increasingly vigilant in promoting digital security within their organizations and maintain a 
secure and compliant digital infrastructure in order to ensure a safe digital experience for their customers. In particular, this 
applies to data security, best practices for digital marketing, and implementation of processes that enable secure interactions 
between the organization, its customers and other stakeholders. 
 
From above results, discussion and conclusion, researcher recommended the following: 

- Marketers should educate themselves on the latest threats in digital marketing  
- Customers should be encouraged to use strong passwords for their accounts in the website or application  
- Marketers should regularly run system and network scans to detect any suspicious activity. 
- Marketers should use role-based access to limit the data employees can access and regularly review their permissions. 
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