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factor authentication (MFA) increases security by requiring two or more verification factors from
the user before granting access to a resource such as an online account or an application. MFA is

Available online: October 4, 2023 essential to a strong identity and access management (IAM) policy. This study evaluates and con-
Keywords: trasts several MFA methods for online systems, including Microsoft Authenticator, FIDO2 secu-
Online systems rity keys, SMS, voice calls, and biometrics. We assess these methods based on four criteria: secu-
Online accounts rity, usability, cost, and compatibility. We discover that only some MFA methods excel across the
Authentication methods board. The best MFA method will depend on the organization's and users' specific needs and
MFA preferences. Each MFA method has benefits and drawbacks on its own. Based on our analysis,
User authentication we do, however, make some general observations and recommendations, such as preferring

User verification FIDO2 security keys and certificate-based authentication for high-security scenarios, choosing

Microsoft Authenticator and biometrics for high-usability scenarios, and avoiding SMS and voice
calls for low-security and low-usability scenarios.

© 2024 by the authors; licensee Growing Science, Canada.

1. Introduction

Online systems, such as online banking, emails, social networks, and e-learning systems are more frequent targets of cyberat-
tacks that aim to hack user accounts and access confidential data or resources. For user authentication in the online environ-
ment, both traditional and modern methods like passwords, PINs, and OTPs (i.e., tokens) are frequently utilized. Due to their
widespread usage, these approaches are known to most users. However, passwords and PINs can also be exploited by guessing,
dictionary, brute-force, and shoulder-surfing attacks. Furthermore, passwords can be bypassed by various techniques, such as
social engineering, phishing, or channel-jacking, that trick users into disclosing their credentials or intercepting their commu-
nication. Smart cards and other tokens that require the OTP, such as smartphones, are susceptible to theft, duplication, and
loss (Karim & Shukur, 2015; Karim et al., 2021). Furthermore, Biometric based authentication (BBA) is a common authenti-
cation strategy used with online systems. Biometric authentication uses unique physiological or behavioral characteristics to
identify users (Karim et al., 2021; Lee & Jeong, 2021). Since they are based on everyone’s unique features, physiological
biometrics like facial, fingerprint, and iris recognition are reliable and accurate. However, potential issues like alterations in
lighting, facial hair, or physical injuries could impact how accurate these biometric readings are. Additionally, several privacy
issues and erroneous uses of biometric data are being raised (Karim et al., 2020; Rui & Yan, 2019). With the online system,
fingerprint recognition is the physiological biometric method that is most frequently used. This method looks at the ridges
and valleys on a person's fingertips. Due to its simplicity and non-intrusiveness, behavioral biometrics such as voice
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recognition, keyboard dynamics, and touchscreen interactions can offer a potential solution for user identification in online
systems (Zhang et al., 2020). However, environmental factors such as noise, illness, or emotional state make them less accurate
than physiological biometrics (Karim et al., 2020; Rui & Yan, 2019; Zhang et al., 2020). For the privacy and security of
biometric authentication, it's crucial to ensure the storage and transfer of biometric data and individual training and awareness.

According to a report by Microsoft (Maynes, 2019), more than three hundred million fraudulent sign-in attempts are iden-
tified across its cloud services daily. Single-factor authentication (e.g., passwords) is one of the leading causes of this vulner-
ability. Online systems should employ more robust authentication measures than single-factor authentication. Multi-factor
authentication (MFA), sometimes known as two-factor authentication (2FA) or 2-step verification (2SV), is the most common
authentication technique that goes “beyond single-factor authentication” (Sinigaglia et al., 2020). Any MFA account requires
the user to provide a second factor to verify their identity (Ometov et al., 2018). This second factor can be based on one of
the following categories:

e Knowledge-based authentication (KBA): Something the user knows, typically a password, Personal Identification
Number (PIN), and security question.

e Possession-based authentication (PBA): Something the user has (i.e., Token), such as a trusted device that is not
easily duplicated, like a magnetic card, a phone, a dongle, or a hardware key.

e Biometric-based authentication (BBA): Something the user is - biometrics like a fingerprint or face scan.

By requiring two or more factors from different categories, MFA can significantly reduce the risk of unauthorized access, as
an attacker must compromise both factors to succeed (Ometov et al., 2018). For example, even if the attacker obtains the
user's password through phishing, they will still need access to the user's device to complete the authentication process. How-
ever, not all MFA methods are safe, usable, cost-effective, or compatible with various online platforms. Therefore, selecting
the appropriate MFA method for a given scenario requires careful consideration of various factors and trade-offs. This paper
aims to provide a comprehensive review and comparative analysis of some of the most popular and widely used MFA ap-
proaches for online systems. We focus on the following methods:

e  Microsoft Authenticator: A mobile application that uses push notifications, biometrics, or one-time passcodes (OTPs)
as an authentication agent (Meyer et al., 2023).

e FIDO2 security keys: Devices that use cryptographic protocols to verify users without asking for pass-
words(Huseynov, 2022).

e Certificate-based authentication: in this method, we use a digital certificate saved on smart cards or USB tokens as
an authentication agent (Gupta & Varshney, 2023).

e OATH Device Tokens: A hardware device that generates OTPs based on the time or synchronization of the event(Bae
et al., 2022).

e  OATH Software Tokens: Its software application generates OTPs based on the time or synchronization of the event
(Khan & Miah, 2022).

e  SMS: Using text messages to receive OTPs on the user's phone number (Karim et al., 2020).

e Voice Call: A method of calling the user's phone number and asking him/her to enter the OTP using the keypad
(Smallman, 2020).

e Biometrics: A method that relies on the physiological or behavioral characteristics of the user as authentication fac-
tors (Karim et al., 2020).

The contribution that this research is supposed to make in the field of MFA is as follows:

e Increased MFA awareness: The paper is anticipated to increase MFA awareness among organizations and users. This
will encourage more businesses to use MFA and more users to use it.

e A better comprehension of MFA techniques: The paper is anticipated to offer an understanding of MFA techniques
and their advantages and disadvantages. This will enable businesses to select the best MFA technique for their re-
quirements.

e Increased MFA acceptance: The paper is anticipated to increase MFA adoption across organizations and users. This
will decrease the possibility of data breaches and aid in improving security.

The rest of the article is organized as follows: Section 2 explores related works, Section 3 describes the methodology,
Section 4 presents the results, Section 5 discusses the implications, and Section 6 concludes the article.

2. Related Works

Previous studies have investigated various aspects of online systems' multifactor authentication (MFA) methods, such as
usability, security, reliability, and user preferences. For example, Drager (2021) compared the user experience of different
MFA methods, such as SMS, voice calls, email, and authentication applications, and the results showed that authentication
applications were the preferred choice by users.
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Subbarao et al. (2023) evaluated the security and usability of FIDO2 security keys and found that they were more secure than
passwords. Witts (2023) surveyed on MFA adoption and use among 1,525 online users and found that only 28% had used
MFA for at least one online account. The main barriers to adopting the MFA approach were a need for more awareness and
perceived complexity and inconvenience. (Mohanakrishnan, 2021) Comparing the performance and user satisfaction of dif-
ferent types of OTPs, such as SMS, voice calls, email, and software tokens, it was found that software tokens had the highest
accuracy and satisfaction rates.

Analyze biometric authentication's security risks and benefits and propose a framework for evaluating MFA biometric meth-
ods based on various criteria. (Velasquez et al., 2017) conducted a systematic literature review of 515 single-factor authenti-
cation techniques and 442 multi-factor authentication techniques proposed in the literature. They also discussed seventeen
articles on comparison and selection criteria for authentication technologies and eight frameworks that help in such a task.
They found that smart card-based authentication was the most-searched single-factor technology while combining text pass-
words and smart cards was the most-searched multi-factor method. They also noted that usability, security, and costs were
the most frequently used criteria for comparing and selecting authentication systems.

Authors (Ometov et al., 2018) comprehensively surveyed different MFA styles based on knowledge, possession, and heredity
factors. They also discussed challenges and future directions for MFA research. They classified MFA approaches into four
categories: static, dynamic, adaptive, and risk-based. They highlight each category's advantages and disadvantages and sug-
gest recommendations to improve MFA security and usability. However, most previous research either concentrated on a few
MFA approaches or did not offer a thorough comparative analysis of their advantages and disadvantages. Additionally, some
MFA techniques have improved or added new features over time, which may impact on their efficiency and user satisfaction.
Therefore, a current and thorough analysis of the most common and widely employed MFA techniques for online systems is
required. We also review each method's benefits and drawbacks and provide recommendations for users and online service
providers.

Based on (Covavisaruch, 2006; Elshamy et al., 2021; Tarannum & Rahman, 2019) other biometric modalities are being in-
vestigated for use as MFA in biometric systems, in addition to fingerprint and facial identification, including iris and retina
scanning and voice recognition. The biometric modalities of iris and retina scanning are considered remarkably accurate and
less prone to spoofing attacks than other modalities like fingerprints. Another interesting biometric technology is voice recog-
nition (i.e., behavioral biometric), which can recognize persons even when they are not looking at the camera or wearing a
mask. Behavioral biometrics can identify users even if they use a different device or if their appearance has changed (Furnell
et al., 2018; Saevanee et al., 2012; Silva, 2021). But to guarantee the security of biometric systems, several issues also need
to be resolved. A difficulty is preventing unauthorized access to biometric data. The sensitivity of biometric data is frequently
seen as being higher than that of other categories of personal information, such as passwords and credit card numbers. The
authentic user could be impersonated if biometric data is compromised (Hublikar et al., 2023; Karim et al., 2020).

3. Evaluation Method

Based on four main factors—security, usability, cost, and compatibility— which are considered the main factors in evaluating
user authentication methods (Elshenaway & Guirguis, 2021; Ghorbani Lyastani et al., 2020; Gunson et al., 2011; Kim et al.,
2022; Ogbanufe & Kim, 2018; Sadhu et al., 2022), this study assesses the MFA methods that are most widely used. Based on
our evaluation of the literature and our own experiences, we rate each criterion from 1 (lowest) to 5 (highest). Our evaluation
depends on previous literature that studies each authentication method's features. Also, expert evaluation is essential in this
research. Four authors of this manuscript are cyber security specialists in user authentication, malware, and cryptography.

The paper summarizes our findings in a table and recommends the most appropriate MFA method for several scenarios.

3.1 Security

Security is the core criterion for evaluating MFA methods, as it indicates how well they can defend against common identity
attacks. Based on the literature review, this study considers the following security aspects:

e Phishing resistance: Phishing is a form of social engineering in which online attackers use email or malicious web-
sites to obtain user information or credentials (Kanaker et al., 2022). Some MFA methods are vulnerable to phishing
because they rely on user input or interaction that attackers can intercept or manipulate. For example, an attacker
could create a fake website that simulates a legitimate login portal and requires the user to enter a username, password,
and OTP. Alternatively, the attacker could bombard the user with push notifications until they hit the "Accept" button,
thus granting the attacker access to the Network (Hall et al., 2023). Phishing-resistant MFA methods are immune
from attempts to compromise or subvert the authentication process, commonly achieved through phishing at-
tacks. Phishing-resistant MFA methods are immune to attempts to hack or sabotage the authentication process,
mostly achieved through phishing attacks. Anti-phishing MFA methods use cryptographic protocols that bind au-
thentication to the domain and prevent authentication secrets or output from being revealed to a website or application
masquerading as a legitimate system (Ciolino et al., 2019). Examples of phishing-proof MFA methods are FIDO2
security keys and certificate-based authentication.
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Resistance to other attacks: Besides phishing, different types of attacks can target MFA methods, such as brute force
attacks, man-in-the-middle attacks (Wang et al., 2021) replay attacks, credential stuffing, SIM swap attacks, and
exploitation of SS7 protocol vulnerabilities. These attacks aim to bypass, intercept, or compromise MFA methods'
verification agents or channels. For example, an attacker can use a brute force attack to guess the OTP generated by
a hardware or software token. Alternatively, the attacker could use a SIM swap attack to transfer the user's phone
number to a new SIM card and receive verification codes from SMS or voice calls(Ciolino et al., 2019; Karim et al.,
2021). Another attack resistance depends on each MFA method's security features and mechanisms, such as encryp-
tion, hashing, salting, nonce generation, challenge-response protocols, and device verification. Based on these as-
pects of security.

The results in Table 1 are based on a literature review(Alhakami, 2020; Ghorbani Lyastani et al., 2020; Komarova et al., 2018;
Org et al., 2017; Rajeswari & Seenivasagam, 2016; Velasquez et al., 2019) that discusses the security aspects of each authen-
tication method and compares each user authentication method with other authentication methods. Also, breaches or vulner-
abilities reported by Authorities specialized in the field, such as Common Vulnerabilities and Exposures (CVE) and National
Vulnerability Database (NVD) (Dong et al., 2019; MITRE, 2023; NIST, 2023), are also taken into consideration.

Table 1
MFA methods scores in terms of security
MFA Method Security Score Explanation
Microsoft 4 Microsoft Authenticator uses push notifications, biometrics, or OTP as authentication factors. Push no-
Ao tifications and biometrics are more secure than OTPs because they do not depend on user interaction or

input that an attacker could intercept or modify. Nonetheless, push notifications can still be vulnerable
to blasting attacks if the user is not careful. OTPs can also be hacked by phishing or other attacks if users
enter them on a fake website or app (Meyer et al., 2023).

FIDO2 security keys 5 FIDO?2 security keys use cryptographic protocols that bind authentication to the domain and prevent

authentication secrets or output from being disclosed to a website or application masquerading as a
genuine system. FIDO2 security keys are considered the gold standard for MFA by CISA because they
are immune to phishing and other common identity attacks (Huseynov, 2022).

Certificate-based 5 Smart cards or USB tokens that store digital certificates are used as authentication elements in certificate-

authentication

based authentication. Additionally, certificate-based authentication uses cryptographic protocols to bind
the authentication to the domain and prohibit the disclosure of authentication secrets or output to a web-
site or application pretending to be a legitimate system. Phishing and other typical identity attacks cannot
be used against certificate-based authentication (Ometov et al., 2018).

OATH hardware 3 OATH hardware tokens produce OTPs depending on synchronized events or time. Users who input their

tokens

OTP on a fake website or application are susceptible to phishing and other assaults. Hardware tokens can
also be damaged, stolen, or misplaced, which might limit their usability and availability (Khan & Miah,
2022).

OATH software tokens 3 OATH software tokens provide OTPs based on the synchronization of events or time. Users who input

SMS

their OTP on a fake website or application are susceptible to phishing and other assaults. Additionally,
software tokens depend on the functionality and security of the device on which they are installed, which
might be compromised by malware or other threats(Bae et al., 2022).

2 SMS uses the user's phone number to text OTPs to the user. Users who input their SMS on a fake website
or application are susceptible to phishing and other attacks. Furthermore, SIM swap attacks could inter-
cept or corrupt SMS(Jover, 2020).

Voice call 2 ‘When a user receives a voice call, they are prompted to enter an OTP using the keypad. Users who input

their phone numbers on a fake website or application are susceptible to phishing and other attacks. Ad-
ditionally, SIM swap attacks and the use of SS7 protocol vulnerabilities can lead to voice call interception
or compromise (Elshamy et al., 2021).

Biometrics 4 Biometrics utilizes the user's behavioral or physiological characteristics as verification factors, such as

voice, face, iris, or fingerprint identification. Because they do not rely on user interaction or input that
can be intercepted or manipulated by attackers, biometrics are more secure than OTPs. However, sophis-
ticated attacks that exploit fake biometric samples or devices can still spoof or circumvent biometrics
(Heidari & Chalechale, 2022; Rui & Yan, 2019).

3.2 Usability

Usability is another crucial factor when assessing MFA techniques because it shows how easy and convenient, they are for
users to learn and apply. We consider the following elements of usability:

User experience: User satisfaction level and comfort with an MFA approach is called user experience. The ease of
enrollment, ease of use, verification speed, error rate, and user feedback can all impact the user experience. For
instance, a long OTP that users must input each time they sign in may result in a poor user experience compared to
an MFA technique that only requires users to tap a hardware key or scan their fingerprint.

Availability: This indicates how accessible and reliable an MFA approach is. Device dependence, network depend-
ence, battery life, and durability are some factors that can affect availability. For instance, if a mobile phone is lost,
stolen, destroyed, or runs out of battery, an MFA technique that relies on it may not be as available. If the network
is slow, unstable, or unavailable, an MFA technique that relies on a network connection may have limited availability.
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In this comparison criterion, we based our analysis on literature (Ghorbani Lyastani et al., 2020; Karim et al., 2020; Komarova
etal., 2018; Ogbanufe & Kim, 2018; Oren & Arad, 2022; Org et al., 2017; Rajeswari & Seenivasagam, 2016), which discusses
the user satisfaction and usability aspects of each authentication method. We also referred to the usability features provided
by vendors (Akar & Mardiyan, 2016; Alex, 2022; FIDO2 Passwordless Authentication | YubiKey |, 2023). Table 2 displays
the scores for each MFA method based on the above usability criteria.

Table 2

MFA methods scores in terms of usability

MFA Method

Usability

Score

Explanation

Microsoft

Authenticator

FIDO2 security
keys

Certificate-based
authentication

OATH hardware
tokens

OATH software

tokens

SMS

Voice call

Biometrics

4

The user interface of Microsoft Authenticator is good, and it allows users to verify their identities using push notifica-
tions, biometrics, or OTPs. Compared to OTPs, push notifications and biometrics are easier to use and faster because
they do not need user input or interaction. If biometrics or push notifications fail or are not accessible, OTPs can still
be utilized as a backup option. Due to its reliance on a mobile device that may be lost, stolen, broken, or run out of
battery, Microsoft Authenticator has a moderate degree of availability. Push notifications and OTPs require a network
connection as well. To help customers recover their accounts on a new device, Microsoft Authenticator enables en-
crypted cloud backup and recovery (Meyer et al., 2023).

Users of FIDO2 security keys have outstanding user experience since they can easily authenticate themselves by tap-
ping a hardware device attached to their computer or connected to it via Bluetooth or NFC. FIDO2 security keys do
not need user input or activity that an attacker could intercept or modify. Due to their independence from a network or
power source, FIDO2 security keys are highly available. They are also strong, lightweight, and convenient tools that
work with many PCs (Huseynov, 2022).

Certificate-based authentication has a good user experience, enabling users to verify themselves by inserting a smart
card or USB token into their computer or connecting via Bluetooth or NFC. Certificate-based authentication does not
need user input or interaction that attackers could intercept or tamper with. Certificate-based authentication has mod-
erate availability because it relies on a smart card or USB token that can be lost, stolen, damaged, or incompatible with
some computers. It also depends on the network connection for certificate validation and revocation check (Bae et al.,
2022).

OATH hardware tokens have a bland user experience, requiring users to enter a device-generated OTP each time they
log in. This could be time-consuming and error-prone, particularly if the OTP is lengthy or frequently changes. Because
they are independent of a network or battery, OATH hardware tokens have a moderate level of availability. However,
the availability and usability of these items can be impacted if they are lost, stolen, or damaged (Khan & Miah, 2022).

OATH software tokens have a mediocre user experience since each time a user signs in; they must enter an OTP
generated by a software program. If the OTP is long or regularly changes, this can be exhausting and error-prone.
OATH software tokens have limited availability due to their reliance on mobile devices, which can be damaged, lost,
stolen, broken, or run out of battery. Additionally, they require a network connection to synchronize their time (Khan
& Miah, 2022).

SMS provides a poor user experience since each time users sign in, they must input an OTP that was supplied to them
via text message. This can be tedious and error-prone, especially if the OTP is long or changes frequently. Because
SMS relies on a mobile phone, which can be damaged, lost, stolen, or run out of battery, it is not always available.
Additionally, it depends on cellular service, which can be slow, unreliable, or unavailable, as well as a network con-
nection (Jover, 2020; Salameh et al., 2016).

Voice call has a poor user experience since every time a user signs in; they must input an OTP using the keyboard after
receiving a phone call. If the OTP is long or frequently changes, this can be tedious and error-prone. Voice calls are
only sometimes available since they rely on mobile devices, which can be damaged, lost, stolen, broken, or run out of
battery. Additionally, it depends on cellphone service, which may be slow, unreliable, or unavailable (Elshamy et al.,
2021).

Biometrics has good user experience, allowing users to verify themselves using their fingerprint, face, iris, or voice
recognition. Biometrics are more accessible and faster than OTPs, as they do not require user input or interaction.
However, biometrics can still fail or be unavailable due to environmental factors like lighting, noise, or dirt. Biometrics
have moderate availability, as they depend on a biometric sensor that can be damaged or incompatible with some
devices. They depend on a network connection for biometric validation and revocation checking (Heidari & Chalechale,
2022; Rui & Yan, 2019).

3.3 Cost

Cost is another important criterion for evaluating MFA methods, as it reflects how much they require in terms of initial
investment and ongoing maintenance. We consider the following elements of cost:

e  Hardware cost: Hardware cost refers to acquiring and maintaining the hardware devices needed for an MFA method.
For example, hardware costs include buying and replacing FIDO2 security keys, smart cards, USB tokens, or OATH

hardware tokens.

e Software cost: Software cost refers to acquiring and maintaining the software applications needed for an MFA
method. For example, software cost includes the cost of buying and updating OATH software tokens or biometric

software.

e Service cost: Service cost refers to using and managing the services needed for an MFA method. For example, service
cost includes subscribing to Azure AD Premium plans that enable certain MFA features or sending SMS or voice
call verification codes.
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Table 3 displays the scores for each MFA method based on the above cost criteria.

Table 3

MFA methods scores in terms of cost

MFA Method

Cost Score

Explanation

Microsoft Authenticator

FIDO2 security keys

Certificate-based authentication

OATH hardware tokens

OATH software tokens

SMS

Voice call

Biometrics

4

Since it only requires a mobile phone as hardware, Microsoft Authenticator has a cheap hard-
ware cost. It has a low software cost as a free program that can be downloaded from the app
store. Since specific MFA capabilities and policies can only be enabled with an Azure AD
Premium plan, it has a moderate service cost (Cherry, 2022).

FIDO?2 security keys have a moderate hardware cost, requiring users to purchase and maintain
devices ranging from $10 to $100 per unit. They have a low software cost, as they do not
require any additional software applications besides a compatible browser. They have a low
service cost and do not need other services besides Azure AD (Wiirsching et al., 2023).

Certificate-based authentication has a moderate hardware cost because it requires users to buy
and maintain USB tokens or smart cards, costing between $10 to $50 each. The software is
inexpensive because it only needs a compatible browser and does not require any other appli-
cations. It has a low service cost and does not require additional services besides Azure AD
(Microsoft, 2023).

OATH hardware tokens have a high cost, as they require users to purchase and maintain hard-
ware devices ranging from $20 to $100 per unit. They have a low software cost, as they do
not require any additional software applications besides a compatible browser. They have a
low service cost and do not need other services besides Azure AD (Hall, 2023; Microcosm,
2023).

OATH software tokens have a low hardware cost because they only need a mobile phone as
a necessary piece of hardware. They require users to buy and update applications, which can
cost anywhere between $1 and $10 per device. Hence, they have a moderate software cost.
Since they only need Azure AD, they have a cheap service cost (J. F. J. ;msft, luc, M. S. H.
Y. Hall, 2023; Microcosm, 2023).

Because SMS needs a mobile phone as its primary hardware device, it has a low hardware
cost. Since it only needs a compatible browser, it has a cheap software cost. It has a high
service cost, requiring users to pay for text messages and cellular service that can vary de-
pending on the provider and location (Jr. et al., 2021).

Because voice calls only need a mobile phone and no other hardware, they have a minimal
hardware cost. The software is inexpensive because it only requires a compliant web browser
as an additional piece of software. Since customers must pay for phone calls and cellular
service, which might vary depending on the provider and area, it has a high cost of service
(Elshamy et al., 2021; Jr. et al., 2021).

The cost of biometric multi-factor authentication methods can vary depending on the type of
authentication used. Regarding fingerprint authentication, most mobile phones and laptops
nowadays come with Touch ID fingerprint readers, which leads to lower hardware costs, as
well as the face and voice print, as the microphone and camera inside the devices can be used.
Biometrics does not need additional software programs besides those supporting biometric
authentication (e.g., Windows Hello), so they have a low software cost. Since they only need
Azure AD, they have a low service cost (Alsunaidi et al., 2020; Bello & Olanrewaju, 2022;
Ogbanufe & Kim, 2018; Rui & Yan, 2019)

Note: The lowest score means the highest cost

3.4 Compatibility

Compeatibility is crucial when assessing MFA techniques because it shows how well-suited they are to various devices and
applications. We consider the following compatibility factors:

e Application compatibility: Application compatibility describes an MFA method's ability to integrate with various
application types, including web, mobile, desktop, and legacy applications. Application compatibility can be affected
by factors such as authentication protocols, standards, and APIs. For instance, whereas an MFA method that supports
RADIUS or LDAP protocols can integrate with legacy applications, an MFA method that supports OpenID Connect
or SAML protocols can be used with modern web applications.

e Device compatibility: Device compatibility is the ability of an MFA technique to function with various device types,
including computers, tablets, smartphones, and wearable technology. Operating systems, browsers, drivers, and hard-
ware requirements are just a few examples of the variables that can affect device compatibility. For instance, a
method of MFA that needs a USB port or a biometric sensor might not function with some devices that do not have

these features.

MFA Vendors' Technical Specification/Documentation and previous literature were the primary sources for the evaluation
process (Alex, 2022; FIDO2 Passwordless Authentication | YubiKey |, 2023; User Authentication Specifications Overview,
2023; Ghorbani Lyastani et al., 2020; J. F. J. ;msft, luc, M. S. H. Y. Hall, 2023). Table 4 displays the scores for each MFA
method based on the above compatibility criteria.
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MFA methods scores in terms of compatibility

MFA Method Compatibility

Score

Explanation

Microsoft

Authenticator

FIDO2

security keys

Certificate-based

authentication

OATH
hardware

tokens

OATH
software
tokens

SMS

Voice call

Biometrics

4

Microsoft Authenticator has a high degree of application compatibility because it supports the Open ID Connect,
SAML, RADIUS, and LDAP protocols. Additionally, using Azure AD Conditional Access policies, MFA can be
imposed for particular applications or scenarios. As it functions with iOS and Android devices that have a network
connection and a camera, Microsoft Authenticator has a mediocre level of device compatibility. It does not, how-
ever, function with Windows phones or camera-less devices (Meyer et al., 2023).

Since FIDO2 security keys support the widely used WebAuthn and FIDO2 standards, they have an elevated
level of application compatibility. They additionally support Azure AD Conditional Access policies, which can
impose MFA for particular applications or scenarios. A USB port, Bluetooth, or NFC connection is required for
FIDO?2 security keys to function with Windows 10 and macOS devices. These features, however, are not compat-
ible with iOS devices or other devices (Owens et al., 2021; Owens & Anise, 2020).

Certificate-based authentication has high application compatibility, as it supports OpenID Connect, SAML, RA-
DIUS, and LDAP protocols. It also supports Azure AD Conditional Access policies that can enforce MFA for
specific applications or scenarios. Certificate-based authentication has moderate device compatibility, as it works
with Windows and macOS devices with a smart card reader or a USB port. However, it does not work with i0S
or Android devices or devices that do not have these features (O’Neill et al., 2017).

OATH hardware tokens support RADIUS and LDAP protocols, giving them a moderate level of application com-
patibility. Additionally, they support Azure AD Conditional Access policies that can impose MFA for particular
scenarios or applications. They do not, however, support the widely used SAML or OpenID Connect protocols
for modern web applications. OATH hardware tokens are moderately compatible with most devices because they
operate on anyone with a web browser. However, they demand that users carry and care for additional hardware
that may get damaged, lost, or stolen. (Erdem & Sandikkaya, 2018).

OATH software tokens support RADIUS and LDAP protocols, giving them a moderate level of application com-
patibility. Additionally, they support Azure AD Conditional Access policies that can impose MFA for scenarios
or applications. They do not, however, support the widely used SAML or OpenID Connect protocols for modern
web applications. OATH software tokens can be used with various iOS and Android devices if they have a net-
work connection and a camera. However, they are incompatible with Windows Phone models or devices without
cameras(Erdem & Sandikkaya, 2018).

SMS supports the LDAP and RADIUS protocols, giving it a moderate level of application compatibility. Addi-
tionally, it supports Azure AD Conditional Access policies that can impose MFA for scenarios or applications.
OpenID Connect and SAML, which are frequently used by modern web applications, are not supported. SMS is
compatible with various devices if they have a mobile phone number and can send and receive text messages.
However, depending on the provider and location, users must pay for text messages and cellular service (Jover,
2020).

Due to its support for the LDAP and RADIUS protocols, voice calls have poor application compatibility. Addi-
tionally, it supports Azure AD Conditional Access policies that can impose MFA for scenarios or applications.
OpenID Connect and SAML, which are frequently used by modern web applications, are not supported. Voice
calls work with any device with a mobile phone number and can make or receive phone calls, indicating a mod-
erate level of device compatibility. The cost of calls and cellular service, which varies depending on the provider
and location, must be paid for by users. However, it requires users to pay for phone calls and cellular service that
can vary depending on the provider and location (Elshamy et al., 2021; Vibar, 2021).

Because the OpenID Connect and SAML protocols are supported, biometrics has an elevated level of application
compatibility. Additionally, it supports Azure AD Conditional Access policies, which can make MFA mandatory
for applications or scenarios. When using an iOS or Android device with a biometric sensor and a network con-
nection, biometrics has moderate device compatibility. Nevertheless, it does not work with Windows or macOS
devices or devices that do not have a biometric sensor (Alsunaidi et al., 2020; Bello & Olanrewaju, 2022; Og-
banufe & Kim, 2018; Rui & Yan, 2019).

4. Discussion

Based on the scores we assigned to each MFA method based on security, usability, cost, and compatibility, we can see that
no single MFA method is the best in all criteria (see Table 5 and Fig. 1).

Table 5§

Overall scores for MFA methods
MFA Method Security Score Usability Score Cost Score Compatibility Score
Microsoft Authenticator 4 4 4 4
FIDO2 security keys 5 5 3 4
Certificate-based authentication 5 4 3 4
OATH hardware tokens 3 3 2 3
OATH software tokens 3 3 3 3
SMS 2 2 2 3
Voice call 2 2 2 3
Biometrics 4 4 4 4
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Fig. 1. Performance scores of MFA methods

As shown in Table 5 and Fig. 1, The MFA methods have advantages and disadvantages of their own, and the best option will
depend on the requirements and preferences of the organization and the users. Based on our evaluation, we can make the
following broad observations and suggestions:

e The most secure and phishing-resistant MFA techniques use FIDO2 security keys and certificate-based authentica-
tion; however, these techniques come with a moderate to high hardware cost and limited device compatibility. They
are appropriate for organizations with high-security demands who can afford to spend money on user hardware. They
are also appropriate for users of Windows or macOS computers with USB ports or smart card readers.

e  The most user-friendly MFA techniques are Microsoft Authenticator and biometrics, but they also rely on mobile
devices and networks that may be unavailable or compromised. They are appropriate for organizations that prioritize
convenience and user experience over cost and security. They are also appropriate for users of iOS or Android de-
vices with cameras or biometric sensors.

e SMS and voice calls are the least secure and least easy to use MFA methods, as they are susceptible to phishing and
other attacks and require users to pay for text messages and phone calls. They are not advised for organizations with
limited resources or high-security requirements. Additionally, they are not advised for users without a reliable mobile
phone number or cellular service.

e  Although OATH hardware tokens and OATH software tokens are moderately secure and user-friendly MFA methods,
they also require users to enter an OTP each time they sign in, which can be time-consuming and prone to error.
They are appropriate for organizations looking for a balance between security and usability and do not want to depend
on mobile devices or network connections. They are also appropriate for users of any web-enabled device.

e Biometrics has a perfect security and usability score, the same as Microsoft Authenticator. This means that biometric
authentication is an excellent choice for those who want a balance between security and usability and its reasonable
cost. However, the privacy issue could be one of the fundamental issues of biometric authentication. If biometric
data is compromised or falls into the wrong hands, it can be used for identity theft, fraud, or other malicious purposes.

Therefore, your organization's specific security, usability, cost, and compatibility requirements will determine which MFA
method is best for you. Organizations should consider the trade-offs between these criteria and choose the MFA method that
best suits their needs. Organizations can also use a combination of different MFA methods to provide more flexibility and
options for their users. For instance, you can use FIDO2 security keys as the primary MFA method for high-risk scenarios or
users and Microsoft Authenticator or biometrics as the secondary or backup MFA method for low-risk scenarios or users. You
can also use Azure AD Conditional Access policies to enforce different MFA methods based on numerous factors, such as
user group, device state, location, or sign-in risk.

5. Conclusion

This article has compared six MFA methods—namely, Microsoft Authenticator, FIDO2 security keys, SMS, voice calls, and
biometrics—based on four criteria: security, usability, cost, and compatibility. Based on these criteria, we have scored each
MFA method and specified the benefits and drawbacks of each method. The results show that no single MFA method excels
across the board. The best MFA method will depend on the organization's and users' specific needs and preferences. Each
MFA method has benefits and drawbacks on its own. Based on our analysis, we do, however, make some general observations
and recommendations, such as preferring FIDO2 security keys and certificate-based authentication for high-security scenarios,



N. A. Karim et al. / International Journal of Data and Network Science 8 (2024) 209

preferring Microsoft Authenticator and biometrics for high-usability scenarios, and avoiding SMS and voice calls for low-
security and low-usability scenarios. We hope this article can help you make an informed decision about implementing MFA
in your environment. However, this article does not cover all existing MFA methods. Also, other factors or evaluation criteria
are relevant to your specific situation or needs. There may also be new developments or innovations in the field of MFA that
can change the landscape or introduce new options. Therefore, further research needs to comprehensively review available
MFA methods with other ways to measure or quantify the performance or quality of the MFA methods based on different
metrics or weights.
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